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Executive Report
Introduction
The following report seeks to identify and define the communication challenges resulting from
data breaches with special attention to governmental subjects. More specifically, it reviews the
sensitive data leak that occurred in Sweden in July 2017, one of the largest in the country’s
history. Secondary research allows the identification of the crisis situation, the analysis of social
concerns and the evaluation of the management response. As a result, reasoned
recommendations are formulated.

The events
In July 2017, the Swedish government faced national outrage and political fallout after a
prominent newspaper disclosed a data breach of sensitive information. The scandal was
described by the media as “one of the biggest faced by Sweden’s left-wing government”1.
The crisis was triggered by Dagens Nyheter2 which first reported that the former director
general of the Swedish Transport Agency, had been fired in January for negligent handling of
classified data. The newspaper revealed that the agency had entered into an outsourcing
agreement with IBM Sweden in April 2015 to manage vehicle registration and driver’s license
databases. Sweden's Security Service, known as Säpo, had opposed the arrangement after
learning services would be delivered from IBM subsidiaries in Czech Republic and other Eastern
European countries3.
Because of the absence of adequate safeguards, unauthorized personnel at IBM subsidiaries in
Eastern Europe got access to vast troves of sensitive information, including details about
bridges, roads, ports, the subway system in Stockholm and other infrastructure. More
importantly, it was believed that the identities of people working undercover for the Swedish
police, the Swedish security service and the Swedish army could have been revealed4.
The communication officer for IBM Europe refused to comment on this specific case.
The ensuing debate was vehement and spread to national and international media with reports
sharing concerns over the absence of proper safeguards5. Controversy stemmed for weeks with
criticism from security experts and political parties accusing the Swedish government of
negligence, seriously damaging its credibility and reputation.

https://www.metro.se/artikel/transportstyrelsens-it-aff%C3%A4r-det-h%C3%A4r-beh%C3%B6ver-duveta
2
https://www.dn.se/nyheter/sverige/svenska-lakarintyg-hanteras-utan-ratt-sakerhetsprovning/
3
https://www.smh.com.au/world/swedish-government-in-turmoil-over-massive-data-breach-20170727gxjlm9.html
4
https://www.nytimes.com/2017/07/25/world/europe/ibm-sweden-data-outsourcing.html
5
https://www.nytimes.com/2017/07/25/world/europe/ibm-sweden-data-outsourcing.html
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Why we should care about government data breaches
This real-life crisis is not only interesting because it blends reputational crisis and political fallout
but also because it draws attention to the increasingly important issues of digital security and
data protection. Importantly, the vulnerability of government data can also trigger geopolitical
issues and foster national instability.
The World Economic Forum has recently put forward the argument that cyberattacks and data
breaches now represent top global risks alongside natural disasters and climate change. Their
latest Global Risk Report ascertains that geopolitical frictions contribute to the progressing
number of cyberattacks and that cyber exposure is also on the rise as organisations increasingly
depend on technology6. In 2013, US intelligence declared that cyber espionage had supplanted
terrorism in its list of top security threats. Nonetheless, it is hard to quantify the number of
government data breaches today as the lack of regulation regarding cybersecurity suggests
organisations rarely disclosure the theft of their IP.
More importantly, it is argued that Western countries are not doing enough to protect their
digital processes since governments still rely heavily on voluntary action of the private actors
that operate their networks, systems and services, meaning that public-private partnerships
have been heavily relied on for more than a decade. In his research paper on the emergent
governance mechanisms of cybersecurity, Michel van Eeten (2017) declares that “a few new
developments have emerged, such as intelligence agencies sharing information with selected
private companies, mandatory breach notification laws, centralised information sharing
mechanisms and sectoral regulation in health and finance requiring the adoption of basic
security standards”, but also notes that “these do not qualify as a proof of militarisation or
securitisation in the governance landscape.”7
There is a growing need for better data protection and regulation that governments are deemed
responsible for. A recent study by WE Communications suggested that 97% of respondents
believed organisations were responsible for their own ethical use of technology and 94% said
that if brands can’t do it on their own then governments should step in8. In May 2016, the
European Union adopted a data protection package with the EU Charter of Fundamental Rights
stipulating that EU citizens have the right to protection of their personal data. According to
official sources, more than 90% of Europeans say they want the same data protection rights in
the EU and regardless of where their data is processed9, meaning that international data
outsourcing represents a reputational risk and must be considered carefully. Nevertheless, the
distrust remains considerable with 75% of government entities being distrusted by citizens and
consistently performing below other industries10.

https://www.weforum.org/reports/the-global-risks-report-2018
https://www.emeraldinsight.com/doi/full/10.1108/DPRG-05-2017-0029
8
https://instituteforpr.org/top-10-public-relations-research-insights-of-2018/
9
https://ec.europa.eu/info/law/law-topic/data-protection/data-protection-eu_en
10
https://www.ibm.com/uk-en/industries/government#AlternateAction
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The risks
Sweden’s accidental disclosure of sensitive data highlights how policymakers can sometimes fail
in their essential duty of keeping citizens’ information safe. Therefore, it is crucial for
governments to establish clear data security guidelines for outsourcing and third-party
compliance, as well as identify and document any potential risks.
More specifically, this case study presents two intensifying factors that resulted in stakeholders
attributing greater crisis responsibility due to:
-

Crisis history: Back in 1979, the Swedish authorities found themselves in turmoil when
the Stig Bergling-affair, one of Sweden's greatest spy scandals, broke out. Bergling, a
Swedish Security Service (Säpo) officer was found to spy for the Soviet Union, resulting
in the general public to question the government’s ability to protect information11.

-

Prior reputation: The reliability of the IT security had been under fire several times
before the crisis broke out. In 2016, the National Audit Office (Riksrevisionen) warned
that safe-guards were not “a sufficiently high priority (…) in relation to the risks that
exist”12.
In addition to this, the government had presented a new national strategy for information
and cybersecurity a month before Dagens Nyheter published its investigation 13. At the
time, Interior Minister Anders Ygeman was quoted warning: “If you have information
critical to society it is not a good idea to store it somewhere where you can't control it.
The risk of using foreign cloud services is that you can't control who could be able to
access the information. If we're talking about an attacker who is a high-capacity foreign
state that type of outsourcing carries obvious risks".

Research tools and methods
Delving into academic models and using extensive desk research, this case study explores the
premises of crisis management for government data breaches. It broadly reviews the actions
and messages implemented by the Swedish government and assesses the impact and effects of
this strategy.
The data collection method used a variety of sources including national and international
reports, opinion pieces and publicly-made-available reports. The corpus reflects balanced views
and editorial lines, for objectivity purposes. Qualitative analysis was used to identify key topics in
the content for in-case analysis. A complimentary cross-case analysis based on best practice
constitutes the basis for final recommendations.

https://en.wikipedia.org/wiki/Stig_Bergling
https://www.thelocal.se/20170717/swedish-authority-handed-over-keys-to-the-kingdom-in-it-securityslip-up
13
https://www.regeringen.se/rattsliga-dokument/skrivelse/2017/06/skr.-201617213/
11
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Like most human events, crises can be described in terms of stages. Fink’s (1986) Crisis Life
Cycle provides a framework to analyse each stage of the crisis which contains different themes
in media coverage:

Using Fink’s Crisis Life Cycle as a basis, this study examines whether the crisis strategy was a
success, a failure, or whether some aspects could have been improved.

How the crisis unfolded
Prodromal phase
There are 2 main types of crises according to Seymour and Moore1: the cobra and python
crises. The cobra crises are triggered by sudden events that require a fast crisis response.
Conversely, python crises are the result of one or several slow-burning issues that an
organisation face. With its third-party data outsourcing agreement, it is safe to say that the
Swedish government was embroiled in a predictable python crisis.
The prodomal or signal detection phase highlights a pool of trigger themes that constituted the
crisis’ media agenda. The crisis took root in April 2015, when the new director general Maria
Ågren was first made aware of an outsourcing agreement with IBM as the left and right Swedish
successive governments had been privatising large parts of the old welfare state. The law stated
that the privatisation could not happen unless IBM’s data handlers had all security clearance.
This constituted an issue as the department notified Ågren this could not be done on time. Still,
the director decided to carry on and bypass the law14. As the data was being processed by IBM
in Serbia and Eastern Europe, it was later reported that she had ignored complaints about
security from the data agency and from the security police. To add to the seriousness of the
issue, the defense minister and interior minister were both aware of the situation but had failed
to inform Prime Minister Löfven. In January 2016, Ågren was fired over negligent handling of
classified data claims in the hope that the issue would quietly disappear. The Prime Minister
subsequently became aware of the breach in January 2017.

https://www.theguardian.com/commentisfree/2017/jul/31/the-guardian-view-on-a-swedish-scandal-theprecedence-of-privacy
14
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This case study is the perfect example to illustrate that predicting a crisis is only possible
in the presence of assessment mechanisms and procedures. Without those in place,
prediction and therefore prevention are impossible.
So, how can governments prepare themselves for such an event?
- By having a distinct crisis management team;
- By giving the crisis management team strong leadership in preparation and execution;
- By clarifying the different groups/departments’ responsibilities in case of a crisis;
- By defining initial crisis responses;
- By providing the crisis management team regular training and information updates;
- By valuing good reputation and strengthening goodwill with the general public.
1. Detection
With this mind, it would have been preferable for the defense minister and the interior
minister to escalate the issue internally to the Prime Minister and the crisis management
team. This way, they could have communicated internally about their awareness of a
security issue affecting outsourced data and signal their active collaboration with security
agencies to establish the exact nature of the data breach and the risks associated with it.
2. Prevention
Wider internal communication could have followed to make the relevant departments
aware of the data breach and the ongoing investigation to evaluate potential risks. Civil
servants could have been kept informed about the potential ramifications of the issues and
guidance could have been provided on how to better secure data access points and
detect anomalies and communicate about the breach in case it was to be made public.

Crisis breakout
After the Stockholm newspaper Dagens Nyheter disclosed the events, Prime Minister Löfven
took 18 days to respond to the public. During this time, all the country’s news media had
featured the story. It was revealed to the public that several ministers had known about the
breach and had failed to inform the Prime Minister for at least 18 months15.
The leader of the Social Democratic Party, who was already leading a weak minority coalition,
held a press conference on July 24th during which he called the breach of information “a mess”
and “a total breakdown” before adding: “It is incredibly serious. It is a violation of the law and put

15

https://www.aftonbladet.se/nyheter/a/MVXbr/statsvetaren-remarkabelt-att-lofven-inte-fick-veta
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Sweden and its citizens in harm’s way.”16 Additionally, the Swedish authorities communicated
that the extent of the leak was “unclear”17 but “limited”18.
Consequently, plenty of time was left for the media to speculate about the extent of the breach
and opposing parties managed to build a robust case against the government in power. In sum,
the main arguments were that Löfven’s cabinet was:
-

Unable to implement adequate safeguards to protect citizens’ data;
Prioritising cost-saving measures over the security of their own people;
Not accountable to the public;
Not transparent enough;
Failing to share internal information;
Oblivious to the situation (specifically targeting the Prime Minister).

The Prime Minister was forced to sack two of his ministers but stood by his defense minister,
further fulling debates19. The opposition parties called for a vote of no-confidence but Löfven
decided not to call early elections.
1. Acknowledgement of the crisis
✔ The PM acknowledged the crisis and communicated about its seriousness very clearly
during his press conference.

✘ However, the crisis was not acknowledged quickly enough so media had plenty of time
to gather opinions, arguments and even speculations20 from security experts, political
parties and the general public. This gave a sense of unpreparedness and confusion from
the government.

✘ Certain declarations by the Prime Minister used words such as “mess”, “complete
failure” and “disaster”. It is crucial during the first hours of the crisis to appropriately
acknowledge the victims’ feelings and put them at the heart of the response. However, the
vocabulary used in this instance exacerbated people’s view that the management of the
crisis had got out of the government’s hands. Instead, as the head of the Swedish
government, it would have been preferable to appear more solemn and apologise to the
general public.

https://www.youtube.com/watch?v=bkVBYxmeKT4
https://www.politico.eu/article/sweden-data-breach-privacy-security-stefan-lofven/
18
https://www.politico.eu/article/stefan-lofven-sweden-makes-cabinet-changes-after-it-scandal/
19
https://www.theguardian.com/technology/2017/aug/01/sweden-scrambles-to-tighten-data-security-asscandal-claims-two-ministers
20
Examples of speculations about the involvement of Russian intelligence services:
https://www.thelocal.se/20170717/swedish-authority-handed-over-keys-to-the-kingdom-in-it-security-slipup
https://www.privateinternetaccess.com/blog/2017/07/swedish-administration-tried-glossing-leaking-eussecure-stesta-intranet-russia/
16
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2. Statements
✔ At his first press conference, the Prime Minister talked about the victims of the crisis the general public- when he declared that the breach “exposed both Sweden and Swedes
to risks”.

✔ The press conference was also an opportunity to communicate about the government’s
intentions and what actions had already been implemented. For example, the Swedish
Transport Agency's newly-appointed Director General, Säpochefen Anders Thornberg
attended the press conference to embody internal change and announce future
procedures.

✔ The nature of the data breach was clarified. Of particular reassurance was the statement
given by the Director-general of the Swedish Transport Agency Jonas Bjelfvenstam who,
despite calling the incident “unacceptable”, also added that there were no signs any
confidential information had been spread beyond those who had access to it.
3. Media relations
✔ Despite the fact that the scandal was uncovered by Dagens Nyheter, the government
did not blame the media for being hostile towards their activity.
✔ The communications and crisis teams effectively briefed the Prime Minister and other
representatives so the information that was given to the public was consistent over time and
so the same key messages were shared from different spokespeople.
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✘ The Swedish government failed to establish itself at the centre of the crisis as the single
authoritative source of information. Three days after the press conference, the actual risks
triggered by the breach were still unclear according to various media reports21. Due to the
lack of information given by Säpo, journalists expressed concerns and claimed the security
of the nation was placed in jeopardy. Proper media monitoring and analysis should have
indicated an opportunity for improved media messaging on this front.
4. Responsibility
✔ The PM was seen to take charge of the crisis and was the principal communicator.
Instances of this were when two ministers left their posts and when he rejected calls for a
snap election, declaring: “I have to take responsibility for the country. It wouldn’t serve
Sweden to throw the country into a political crisis.” 22

✘ On the other hand, Löfven also shifted the blame on the ministers who did not share
information earlier about the data outsourcing malpractice.
5. Speculations

✘ Discussing the causes of the crisis, the Prime Minister gave in to speculations when he
declared: “When I see the whole picture, it is strange”23. From a legal point of view,
admitting or questioning one’s liability for what happened is risky and ill-advised.
6. Attitude
✔ Despite the fact that the Prime Minister admitted he would have liked to have received
information about the data breach earlier, Löfven communicated a positive attitude towards
crisis management. More precisely, he expressed the “need to look through this more
carefully”, and review “how the information management is handled in the Government
Offices”. Media reception around such announcements can be cynical, but actions are
always more powerful than words during crises, so it was crucial to bring digital security
into line with the public’s expectations.

Chronic phase and resolution
The chronic phase of the crisis saw Löfven’s government under fire by opposition parties and
public activists. Media remained hostile during this period, assigning responsibility and blame on
the authorities. Coverage was driven by inquiries and testimonies from former security
employees and IT specialists. Meanwhile, official communication started focusing on other
https://www.bbc.co.uk/news/world-europe-40729101
https://www.expressen.se/nyheter/it-skandalen-pa-transportstyrelsen-det-hander-nu/
23
https://www.expressen.se/nyheter/uppgifter-lofven-planerar-inte-sparka-nagon-minister/
21
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issues such as terrorism (the Stockholm truck attack occurred in April 2017) and the impact of
Brexit on the European Union and its Member States.
Evaluation and reflection are critical components of crisis communication plans. While it is hard
to establish the true nature of the government’s actions during this phase, it is safe to assume
that authorities undertook an audit of the activities and events that had led to the crisis to ensure
this incident inform future communication plans. This case study shows that resolution was
linked to management actions with the Prime Minister taking two major corrective actions by
launching an official investigation and ousting two ministers from his government. However, the
trust restoration phase was relatively weak due to a lack of communication of the implemented
changes in the handling of data. Consequently, the crisis response generated mixed opinions:
on the first hand, the removal of two of the tree ministers involved in the scandal quelled the
opposition, while on the other hand, others saw an attempt from the government to cling on to
power before the September 2018 elections.

Important takeaways
This study provided a picture of the importance of cybersecurity crisis response for
governmental organisations. Relying on the events that occurred in Sweden in July 2017, it
analysed the need for crisis communication in this field and showed that government data
breaches undermined the idea of the state as the protector of the people. Cyber risks cannot be
controlled, but rather managed. Therefore, data security is more than ever being associated with
trust and reputation. The resignation of two of the government’s ministers illustrate how issues
relating to individuals’ privacy are of crucial importance in an ever-more connected world.
This analysis envisaged that the crisis response implemented by the government could have
been optimised as it put forward communication recommendations. The first mistake was that
internal mechanisms to escalate issues and crises were effectively not in place/followed. Internal
audits should be an integral part of the cybersecurity assurance process – something the
Swedish government completely failed to do. Additionally, it was noticeable that the Prime
Minister did not apologise to the general public. Government leaders, especially during difficult
times, must be able to show empathy, understand and address risks as well as potential threats
rapidly. They must show concern, control, compassion, confidence and competence. Although
the government representatives’ responsibility in the mishandling of data was recognised, no
formal apology was issued and a sense of lack of control was given. Finally, the restoration
phase could have benefited from strengthened communications on the implemented changes
and the steps taken to tackle the issues.
As a result, this case study envisaged the long-lasting effects crises can have: Stefan Löfven
became a year later the first Prime Minister in Sweden to be ousted by a confidence vote in
parliament24.

https://www.bloomberg.com/news/articles/2018-09-24/swedish-premier-faces-exit-as-lawmakers-lineup-confidence-vote
24
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